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Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	890070
	PAP/CHAP protocols usage in 5GS
	CT work item on PAP/CHAP protocols usage in 5GS


3
Justification

Due to migration from EPC to 5GC and requirements related with legacy deployments for access to corporate networks, e.g. support of PAP/CHAP in AAA or LNS owned by 3rd parties, as indicated in LS S2-2004481, SA2 recommended to support (e)PCO parameters related to PAP / CHAP over 5GS. 
In CT, work item on CT aspects on PAP/CHAP protocols usage in 5GS is 85% completed, which involves TS29.561, TS24.501, TS24.526, etc. In TS 29.561, description for using PAP/CHAP in RADIUS and Diameter message flow (successful case) was added. In TS24.501, if the URSP handling layer does not provide any DNN, and if the UE requests a connectivity to the default DNN for the S-NSSAI and the requested connectivity requires PAP/CHAP, the UE should provide a DNN in a PDU session establishment procedure. In TS 24.526, if PAP/CHAP is used, it is recommended that the request from the upper layers includes a DNN.
From the security point of view, when DNN is provided by the upper layers, such as URSP handling layer, DNN should be securely protected. Hence, new requirements, impacts and necessary changes should be studied if PAP/CHAP is supported in 5G for legacy applications.
4
Objective

The objective of this study is to identify key issues, potential security requirements and solutions with respect to:
-
include using PAP/CHAP as the secondary authentication protocol with the external DN-AAA server for legacy applications.
-
protect DNN from being tampered while provided by upper layers.
NOTE:     PAP is outdated and CHAP also comes with disadvantages. It is up to the external network operator to perform the risk assessment if PAP/CHAP is used for authentication.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xxx
	Study on security aspects on PAP/CHAP protocols in 5GS
	SA#94
(Dec 2021)
	SA#94
(Dec 2021)
	Jun Shen
Shenjun6@chinatelecom.cn


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)

Jun Shen, China Telecom, shenjun6@chinatelecom.cn
7
Work item leadership

SA3 
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Aspects that involve other WGs

CT1, CT3.
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Supporting Individual Members

{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	China Telecom

	Huawei

	HiSilicon

	ZTE

	China Mobile

	China Unicom

	CATT

	


